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)R^fclON KEY SYSTEM FOR SELE^fc] 



AUTHORISATION KEY SYSTEM FOR SELECTIVELY CONTROLLING 
THE PERFORMANCE OF A DATA PROCESSING SYSTEM 

Technical Field of the Invention 

5 This invention relates generally to data processing systems, and more 

particularly, to methods and apparatus for selectively controlling the performance of 

data processing systems. 

Background of the Invention 
Over the past decade, individuals and organizations have become more heavily 
10 dependent on computers and computer networks. An ever increasing amount of 
mission critical data is processed and stored on such systems. As a result, it is 
imperative that mission critical computer resources be as reliable as possible. It is also 
imperative that mission critical computer resources have enough processing power to 
handle peak performance loads, both during normal operation and in the event certain 
15 computer resources fail. 

To help improve the reliability of mission critical computer resources, it is 
common for businesses to place their computer systems in one or more data centers. 
Data centers are buildings that are specially constructed to house mission critical 
computer resources. Data centers often include redundant power supplies, 
20 temperature and humidity control, fire walls, etc. Even with these capabilities, 
however, there is still a chance that a computer system will fail or be destroyed. 

One way of reducing the impact of such failures is to maintain a redundant 
computer system that operates in parallel with a primary computer system. The 
redundant computer system is often placed at a separate location from the primary 
25 computer system to help minimize the possibility that both computer systems will be 
destroyed in the event of a disaster. If one system should fail, the remaining system 
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remains active to process the mission critical data. A limitation of this approach is that 
it is relatively expensive to maintain two or more separate computer systems, each 
having the performance capacity to handle the peak loads of the day to day operations 
of a business. 



each computer system is dedicated to a particular task or set of tasks. In one example, 
a primary computer system may be dedicated to processing the day-to-day operation of 
a business, and a secondary computer may be dedicated to supporting development 
work or other tasks. If the primary computer system should fail, the secondary 

10 computer can be switched over to support the day-to-day operations of the business, 
and the development work can be temporarily suspended, if necessary. A limitation of 
this approach is that it is often not economically feasible to provide the same 
processing power in the secondary computer system. Accordingly, the secondary 
computer system may not be able to provide the required processing power to keep up 

15 with the day-to-day operations of the business. 

Another problem faced by many growing businesses is that the processing 
power required to support the day to day operations of the business grows with time. 
This is particularly true for rapidly growing e-commerce companies, but also applies to 
other companies as well. To increase the processing power of many computer 

20 systems, additional processors or memory must typically be installed. This often 
requires that the computer system to be brought down. Bringing the computer system 
down, however, can significantly disrupt the operation of the business. 



5 



A variation of this approach is to maintain multiple computer systems wherein 



Another problem faced by many businesses is that the peak loads that are 
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required to keep up with the day to day operations of the business are often difficult to 
predict. For example, if there is a delay in gathering year end data, there may be little 
time to process the data before the results must be published or otherwise released. 
The processing power required to process such year end data on such short notice may 

5 exceed the processing power of the available computer resources. In another example, 
e-commerce servers may experience severe peak loads during certain times of the year, 
such as the Christmas season. The extent of these peak loads is also often difficult to 
predict. To upgrade the processing power of such computer systems, the system often 
must be brought down to install additional resources. This downtime can often be very 

10 detrimental to the operations of the business. 

What would be desirable, therefore, is a method and apparatus for authorizing 
a temporary or permanent increase in the performance of a customer's computer 
system. It would also be desirable if the increase in performance could be 
accomplished with little or no down time. This could help provide uninterrupted 

15 growth capacity, temporary increases in processing capacity to support high demand 
peak periods, and disaster recovery support should a primary computer system fail or 
become destroyed. 



20 temporary or permanent increase in the performance of a data processing system while 
providing little or no down time. This is accomplished by including extra or additional 
resources in the data processing system when, for example, it is provided to the 
customer. However, only those resources required to achieve the performance level 



Summary of the Invention 



The present invention provides methods and apparatus for authorizing a 
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purchased by the customer are enabled for use during normal operation. To 

temporarily or permanently increase the performance level of the data processing 

system, the customer can purchase an authorization key. When the customer desires 

increased performance, the authorization key is registered on the data processing 

5 system, which enables the use of additional hardware resources. The authorization key 

preferably identifies which additional processing resources are authorized for use, the 

maximum time the additional resources are authorized for use, and an expiration date. 

The authorization key may be used akin to an insurance policy that allows selective 

increases in performance level to accommodate unplanned increases in performance 

10 requirements. 

In one illustrative embodiment of the present invention, the data processing 
system is delivered with a first authorization key, which when registered authorizes the 
use of limited resources to provide the desired initial performance level purchased by 
the customer. The initial performance level is less than the maximum performance 

15 level that can be achieved by the customer's data processing system. If the customer 
desires the option of selectively increasing the performance level of the data processing 
system, a second authorization key may be purchased. The second authorization key, 
when registered, may authorize the use of additional resources to increase the 
performance level above the initial performance level. 

20 The second authorization key preferably has an expiration date, after which the 

customer's data processing system returns to the initial performance level. The second 
authorization key may also have a maximum time of use indicator, which indicates the 
maximum time that the customer's data processing system can operate at the increased 
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performance level. Once the maximum time of use is reached, the customer's data 
processing system returns to the initial performance level. The customer may then 
purchase an additional authorization key to authorize additional periods of increased 
performance. 



verified prior to becoming effective. This may occur when the authorization key is 
registered on the customer's data processing system. The customer's data processing 
system may have, for example, a serial number. The authorization key may also 
include a corresponding serial number. If the serial number of the authorization key 

10 does not match the serial number of the customer's data processing system, the 
authorization key may be rejected as invalid. 

Preferably, the performance level of the customer's data processing system can 
be changed while operating at full production capacity. This may be accomplished 
under software control, such as under the control of the operating system. In one 

15 illustrative embodiment, the operating system selectively increases the utilization 
percentage of selected processors to affect the increased performance level. In another 
illustrative embodiment, the operating system activates previously unavailable 
processors. As further described herein, such a system may help provide uninterrupted 
growth capacity, temporary increased processing capacity to support high demand 

20 peak periods, and disaster recovery support should a primary data processing system 
become destroyed. 



5 



For security reasons, it is contemplated that the authorization key may be 
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Brief Description of the Drawings 

Other objects of the present invention and many of the attendant advantages of 
the present invention will be readily appreciated as the same becomes better 
understood by reference to the following detailed description when considered in 
connection with the accompanying drawings, in which like reference numerals 
designate like parts throughout the figures thereof and wherein: 

Figure 1 is a block diagram showing an illustrative data processing system with 
eight processors installed; 

Figure 2 is a diagram showing an illustrative Instruction Processor (IP) table 
for the data processing system of Figure 1 with two IP's authorized for use, each at a 
reduced performance level; 

Figure 3 is a diagram showing an illustrative Instruction Processor (IP) table 
for the data processing system of Figure 1 with four IP's authorized for use, each at a 
maximum performance level; 

Figure 4 is a block diagram showing an illustrative data processing system 
having two separate power domains, each with four processors installed, and a 
partition provided across the two power domains; 

Figure 5 is a block diagram showing an illustrative data processing system 
having two separate power domains, each with four processors installed, and a 
partition provided on each of the two power domains; 

Figure 6 is a block diagram showing a primary data processing system and a 
secondary data processing system connected together via a connection; 

Figure 7 is a diagram showing an illustrative normal authorization key for a two 
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processor data processing system with one IP authorized for use; 

Figure 8 is a diagram showing an illustrative optional authorization key for the 
two processor data processing system of Figure 7 with any one IP authorized for use; 

Figure 9 is a diagram showing an illustrative normal authorization key for an 
5 eight processor data processing system with four IP's authorized for use; 

Figure 10 is a diagram showing an illustrative optional authorization key for the 
eight processor data processing system of Figure 9 with any four IP's authorized for 
use; 



10 eight processor data processing system with four IP's authorized for use, each at a 

reduced performance level; 

Figure 12 is a diagram showing an illustrative optional authorization key for the 

eight processor data processing system of Figure 1 1 with eight IP's authorized for use, 

all at a maximum performance level; 
15 Figure 13 is a flow diagram showing an illustrative method of the present 

invention; 

Figures 14A-14B are a flow diagram showing another illustrative method of the 
present invention; 

Figure 15 is a flow diagram showing yet another illustrative method of the 
20 present invention; 

Figures 16A-16B are a flow diagram showing another illustrative method of the 
present invention; and 

Figures 17A-17B are a flow diagram showing yet another illustrative method of 



Figure 1 1 is a diagram showing an illustrative normal authorization key for an 
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the present invention. 

Detailed Description of the Invention 
Figure 1 is a block diagram showing an illustrative data processing system 10 
with eight processors (IPs) 12a-12g installed. The data processing system preferably 
5 operates under the control of operating system 14. The operating system 14 preferably 
runs on one of the eight instruction processors 12a-12g. The data processing system is 
preferably a Unisys 2200 or ClearPath HMP IX system, both available from the Unisys 
Corporation, but may be any type of multi-processor data processing system. 

In some prior art multiprocessor data processing systems, such as the Unisys 
10 2200 and ClearPath HMP systems, selected processors can be activated or deactivated 
under software control by using, for example, an IP "up" command and an IP "down" 
command, respectively, typically presented from a system console. The IP "up" 
command causes the operating system of the data processing system to "up" a 
designated processor in the system. The IP "up" command is commonly used after an 
15 initial boot of the data processing system to bring each processor on line. The IP 
"down" command causes the operating system to "down" a previously "up" processor. 
The IP "-down" command is useful in, for example, bringing down a processor that is 
suspected of producing errors. Because execution of the IP "up" and IP "down" 
command is under the control of the operating system, they can often be executed 
20 while the data processing system 10 is running, even at full production capacity. 

The IP "up" and IP "down" commands of the prior art can be used in 
conjunction with the present invention. In the illustrative embodiment shown in Figure 
1, all eight instruction processors 12a-12g may be installed in the system before, for 
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example, the system is shipped to a customer. Alternatively, some of the processors 
may be installed after the fact, such as after the data processing system is already 
installed at the customer's site. In either case, the customer may have only purchased 
the right to use selected processors, such as instruction processors 12a and 12b. 
5 Instruction processors 12a and 12b may provide sufficient performance to handle the 
normal day to day operation of the customer's business. 

The performance level of the data processing system 10 may be temporarily or 
permanently increased by purchasing an authorization key 16. Once procured, the 
authorization key can be registered on the data processing system 10. Once registered, 
10 the authorization key allows the customer to "up" or "down" additional authorized 
processors to selectively increase the performance level of the data processing system 



In one illustrative embodiment of the present invention, the data processing 

system 10 is delivered with a first authorization key, which when registered, authorizes 
15 the use of limited resources to provide the desired initial performance level purchased 

by the customer. The initial performance level is typically less than the maximum 

performance level of the customer's data processing system 10. 

If the customer desires the option to selectively increase the performance level 

of the data processing system 10, a second authorization key may be purchased. The 
20 second authorization key, when registered, may authorize the use of additional 

resources to increase the performance level of the data processing system 10 above the 

initial performance level. 



10. 
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The second authorization key preferably has an expiration date, after which 
time the second authorization key cannot be used and the customer's data processing 
system 10 returns to the initial performance level. One or more warning messages may 
be displayed prior to the expiration date to warn the customer that the expiration date 
5 is approaching. The second authorization key may also have a maximum time of use 
indicator, which indicates the maximum time that the customer's data processing 
system 10 can operate at the increased performance level. Once the maximum time of 
use is reached, the customer's data processing system 10 may automatically return to 
the initial performance level. Again, one or more warning messages may be provided 
10 as the maximum time of use approaches. The customer may elect to purchase 
additional authorization keys to authorize additional periods of increased performance, 
as desired. 

For security reasons, it is contemplated that the data processing system 10 may 
verify the authorization key 16 prior to use. This may occur when the authorization 

15 key is registered on the customer's data processing system 10. The customer's data 
processing system 10 may have, for example, a serial number, and the authorization 
key 16 may specify a serial number. If the serial number of the authorization key 16 
does not match the serial number of the customer's data processing system 10, the 
authorization key 16 may be rejected as invalid. The authorization key may also be 

20 encrypted, if desired. 

Preferably, the performance level of the customer's data processing system 10 
can be changed while the data processing system 10 is running, even at full production 
capacity. This may be accomplished under software control, such as under the control 
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of the operating system 14. In one illustrative embodiment, and at the users request, 

the operating system 14 can selectively increase the utilization percentage of selected 

processors to affect the increased performance level of the data processing system 10. 

In another illustrative embodiment, and again at the users request, the operating system 

5 14 may activate selected processors that were previously marked as unavailable. Such 
a system may help provide uninterrupted growth capacity, temporary increased 
processing capacity to support high demand peak periods, and disaster recovery 
support should a primary data processing system become destroyed. 

Figure 2 is a diagram showing an illustrative Instruction Processor (IP) 

10 authorization table of the data processing system of Figure 1. The IP authorization 
table 18 identifies the resources that are currently authorized for use. In a preferred 
embodiment, the operating system 14 references the IP authorization table 18. IP 
authorization table 18 authorizes the use of IP-001 12a and IP-002 12b at a maximum 
utilization percentage of 67%. The remaining IPs 12c- 12h are listed as unavailable for 

15 use. 

A software controlled performance facility, preferably implemented in the 
kernel of the operating system 14, may help control which instruction processors 12a- 
12h can be "uped" by the customer, and at what utilization rate each processor can 
operate. If the customer attempts to "up" one of the unavailable processors 12c-12h, 
20 the software controlled performance facility may issue a warning message and prevent 
the operating system from "uping" the identified processor. Likewise, the software 
controlled performance facility may prevent the customer from attempting to increase 
the utilization of the available processors 12a- 12b beyond the authorized maximum 
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utilization percentage. 

To control the maximum utilization percentage of the available instruction 
processors, the operating system may force the available processors 12a and 12b into a 
forced idle state for the specified percentage of time. This forced idle state is 
preferably achieved at the expense of non-critical system and user activities. The 
processing of critical system events such as interrupts (including pre- and post- 
processing of I/O interrupts), memory paging, and so on are preferably not delayed 
during forced idle. Forced idle is taken on an instruction processor basis rather than a 
system wide basis so a looping real-time activity cannot affect another instruction 
processor. This may be similar to that provided by the Unisys 2200 and ClearPath 
HMP systems, both of which are incorporated herein by reference. 

Figure 3 is a diagram showing an illustrative Instruction Processor (IP) table 
for the data processing system of Figure 1 with four IP's authorized for use, each at a 
maximum performance level. For illustration purposes, the IP authorization table 20 
may result from the registering of a second authorization key on the data processing 
system 10. The second authorization key may be configured to provide increased 
system performance relative to the IP authorization table 18 of Figure 2. In the 
present example, this is accomplished by making IP-003 12c and IP-004 12d available 
for use, and by increasing the utilization of IP-001 12a and IP-002 12b to 100%. 

Once the second authorization key is registered, the software controlled 
performance facility of the operating system 14 may reference IP table 20, and allow 
the customer to "up" IP-003 12c and IP-004 12d. The software controlled 
performance facility may also allow the customer to increase the utilization percentage 
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of IP-001 12a and IP-002 12b to 100%. It is contemplated that the software 
controlled performance facility may automatically "up" IP-003 12c and IP-004 12d and 
increase the utilization percentage for all authorized processors to their maximum 
allowed rate: However, in a preferred embodiment, the software controlled 

5 performance facility merely allows the customer to make these changes. 

Some data processing system have more than one power domain to help 
increase the reliability of the system. Each power domain typically has its own power 
supply, and may be electrically isolated from the other power domains. In this 
configuration, if one power domain goes down, the others may remain operational. 

10 Illustrative data processing systems that have multiple power domains include the 
Unisys 2200 and ClearPath HMP systems, available from the Unisys Corporation. 

Figure 4 is a block diagram showing an illustrative data processing system 40 
having two separate power domains 32 and 34, each with four processors installed. A 
single OS partition 30 is defined to include all eight processors 36a-36h. Thus, 

15 partition 30 crosses the power domain boundary. All instruction processors 36a-36h 
are under the control of OS 42 of OS partition 30. The IPs that are initially authorized 
for use by, for example, a first authorization key include IPs 36a-36d in power domain 
32. In the current example, IPs 36e-36h in power domain 34 are initially unavailable 
for use. 

20 To help provide uninterrupted growth capacity, temporary increased 

processing capacity to support high demand peak periods, and disaster recovery 
support should a primary data processing system become destroyed, it is contemplated 
that a second authorization key may be purchased. The second authorization key may 
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specify, for example, that any four (4) IPs can be used for a limited time period. In this 
example, if power domain 32 should fail, the customer can quickly down IPs 36a-36d 
and up IPs 36e-36f. This can be done in a matter of minutes when done manually, or 
seconds or less if done automatically by the software controlled performance facility. 
5 In either case, the system may be back on-line in a very short period of time. This may 
significantly improve the reliability of the data processing system. 

In another example, the second authorization key may specify, for example, 
that all eight (8) IPs can be used for a limited time period. Under this scenario, if the 
customer is experiencing peak loads that are significantly above the maximum 

10 performance level of the four IPs 36a-26d, the customer can "up" IPs 36e-36h to 
handle the increased load. This may help provide uninterrupted growth capacity 
and/or a temporary increase in processing capacity to support high demand peak loads. 

Figure 5 is a block diagram showing an illustrative data processing system 50 
having two separate power domains 52 and 54, each with four processors installed, 

15 and a partition provided on each of the two power domains 52 and 54. A first OS 
instance 60 controls all processors in the first partition 56, which in the example 
shown, includes processors 62a-62d. A second OS instance 64 controls all processors 
in the second partition 58, which in the example shown, includes processors 62e-62h. 
The IPs that are initially authorized for use by, for example, a first authorization key 

20 include IPs 62a-62c in power domain 52, and IPs 62e-62f in power domain 54. 

In one example, and to help provide uninterrupted growth capacity or 
temporary increased processing capacity to support high demand peak loads, a second 
authorization key may be purchased. The second authorization key may specify, for 
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example, that any four (4) IPs in the first power domain 56 can be used, and that any 
four (4) IPs in the second power domain 58 can be used. Thus, if the customer is 
experiencing peak loads that are significantly above the maximum performance level of 
either partition 56 or 58, the customer can "up" IP 62d in the first partition 56, and/or 
5 IPs 62g and 62h in the second power domain 58. This may help provide uninterrupted 
growth capacity and/or a temporary increase in processing capacity to support high 
demand peak loads. 

In another example, and to help increase the reliability of the data processing 
system 50, partition 56 may be dedicated to processing the day-to-day operation of a 

10 business, and partition 58 may be dedicated to supporting development work or other 
tasks. In this example, partition 56 may be considered the primary data processing 
system and partition 58 may be considered the secondary data processing system. If 
the first power domain 52 goes down for any reason, partition 58 can be used to 
support the day-to-day operations of the business, and the development work can be 

15 temporarily suspended, if necessary. To maintain the same processing power, the 
customer can "up" IP 62g and/or IP 62h in partition 58. This may increase the 
processing power of partition 58 so that it can handle the day to day operations of the 
business. Once power domain 52 is restored, the day to day operations of the business 
can be switched back to partition 56. As can be seen, this may significantly increase 

20 the reliability of the data processing system 50. 

Figure 6 is a block diagram showing a primary data processing system 70 and a 
secondary data processing system 72 connected together via connection 74. As 
indicated above, it is common for businesses to place their data processing systems in 
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one or more data centers, often at different locations. This may help reduce the impact 
of an unexpected loss of one of the data processing systems because of, for example, a 
disaster or the like. In the illustrative embodiment shown, the primary data processing 
system 70 may be located at a first location, and the secondary data processing system 
5 72 may be located at a second location. 

In one embodiment, the primary data processing system 70 may be dedicated to 
processing the day-to-day operation of a business, and the secondary data processing 
system 72 may be dedicated to supporting development work or other tasks. The 
primary and secondary data processing systems 70 and 72 may have corresponding 

10 mirror disks to store all of the information produced by the other machine. The mirror 
disks may be connected by connection 74. 

In the embodiment shown in Figure 6, the primary data processing system 70 is 
initially authorized to use the six (6) IPs 76a-76f, but not IPs 76g and 76h. Likewise, 
the secondary data processing system 72 is initially authorized to use the two (2) IPs 

15 78a-78b, but not IPs 78c-78h. This allocation of data processing resources reflects 
expected performance requirements of the primary data processing system 70 and 
secondary data processing system 72. 

Should either of the primary 70 or secondary 72 data processing systems fail, 
such as by a disaster or the like, the remaining data processing system can be used to 

20 perform all of the processing previously performed by both machines. For example, if 
the primary data processing system 70 is destroyed, the secondary data processing 
system 72 can be used to support both the day-to-day operations of the business and 
the development work. To do so effectively, the customer can purchase an 
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authorization key for the secondary data processing system 72 that authorizes the use 
of all eight IPs 78a-78h. Once the primary data processing system 70 is restored, the 
processing power of the secondary data processing system can be reduced to the 
original performance levels. 

Likewise, if the secondary data processing system 72 is destroyed, the primary 
data processing system 70 can be used to support both the day-to-day operations of 
the business and the development work. The customer can simply purchase an 
authorization key for the primary data processing system 70 that authorizes the use of 
all eight IPs 76a-76h on the primary data processing system 70. Once the secondary 
data processing system 72 is restored, the performance level of the primary data 
processing system can be reduced to the original performance levels. As can be seen, 
this may significantly increase the reliability of the customer's data processing 
resources. 

Figure 7 is a diagram showing an illustrative authorization key for a two 
processor data processing system with one IP authorized for use. The illustrative 
authorization key includes a number of parameters, each having an attribute. 
Illustrative parameters include the model and serial numbers of the target data 
processing system, the maximum performance utilization allowed for the authorized 
IPs, the maximum number of authorized IPs, and an IP identifier field. 

The model and serial numbers specified in the authorization key may be used to 
validate the authorization key when it is registered on a data processing system. For 
example, when the authorization key is registered, the software performance control 
facility may compare the model and serial numbers specified in the authorization key 
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with the model and serial number of the data processing system. If they do not match, 
the authorization key may be rejected as invalid. 

The authorization key illustrated in Figure 7 may be initially provided with a 
two processor data processing system. The authorization key specifies the maximum 
5 number of authorized IPs as one. The authorization key also uniquely identifies the IP 
that is authorized for use, namely IPO. 

To selectively increase the performance and/or reliability of the data processing 
system, an optional authorization key may be purchased. One such optional 
authorization key is shown in Figure 8. The illustrative optional authorization key 

10 includes a model and serial number of the target data processing system, the maximum 
performance utilization allowed for the authorized IPs, the maximum number of 
authorized IPs, an IP identifier field, an expiration date and a maximum time of use 
field. In the example shown, the optional authorization key of Figure 8 authorized the 
customer to use any one of the two IPs that are delivered with the system. In contrast, 

15 the normal authorization key of Figure 7 only authorizes the use of a particular IP, 
namely IPO. 

The optional authorization key is shown to expire on January 1, 2001, and can 
be used for a period of ten (10) days. Preferably, the optional authorization key can be 
used cumulatively for ten days, and need not be used for ten consecutive days. Once 
20 the expiration date of the optional authorization key arrives, or the optional 
authorization key is used for more than ten days, the software performance control 
facility preferably automatically returns the data processing system to the original 
configuration, or in the case, the configuration authorized by the normal authorization 
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key shown in Figure 7. The software performance control facility preferably provides 
one or more messages to the customer, warning the customer of the impending 
configuration change. This may give the customer the opportunity to purchase an 
additional optional authorization key before the data processing system is returned to 
5 the original configuration. 

Figure 9 is a diagram showing an illustrative normal authorization key for an 
eight processor data processing system with four IP's authorized for use. The 
authorization key illustrated in Figure 9 may be similar to one that is initially provided 
with an eight processor data processing system. The authorization key specifies the 

10 maximum number of authorized IPs as four. The authorization key also uniquely 
identifies the IPs that are authorized for use, namely, IPO, IP2, IP4 and IP6. 

To selectively increase the performance and/or reliability of the data processing 
system, an optional authorization key may be purchased. One such optional 
authorization key is shown in Figure 10. The illustrative optional authorization key 

15 shown in Figure 10 authorized the customer to use any four of the eight IPs that are 
delivered with the system. In contrast, the normal authorization key of Figure 9 only 
authorizes the use of IPO, IP2, IP4 and IP6. 

The optional authorization key is shown to expire on January 1, 2001, and can 
be used for a period of ten (10) days. Preferably, the optional authorization key can be 

20 used cumulatively for ten days, and need not be used for ten consecutive days. Once 
the expiration date of the optional authorization key arrives, or the optional 
authorization key is used for more than ten days, the software performance control 
facility preferably automatically returns the data processing system to the original 
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configuration, or in this case, the configuration authorized by the normal authorization 
key shown in Figure 9. The software performance control facility preferably provides 
one or more messages to the customer, warning the customer of the impending 
configuration change. This may give the customer the opportunity to purchase an 
5 additional optional authorization key before the data processing system is returned to 
the original configuration. 

Figure 1 1 is a diagram showing an illustrative normal authorization key for an 
eight processor data processing system with four IP's authorized for use, each at a 
reduced performance level. The authorization key illustrated in Figure 11 may be 

10 similar to one that is initially provided with an eight processor data processing system. 
The authorization key specifies the maximum number of authorized IPs as four. The 
authorization key also uniquely identifies the IPs that are authorized for use, namely, 
IPO, IP2, IP4 and IP6. Finally, the authorization key specifies that the maximum 
utilization of any IP is 67%. 

15 To selectively increase the performance and/or reliability of the data processing 

system, an optional authorization key may be purchased. One such optional 
authorization key is shown in Figure 12. The illustrative optional authorization key 
shown in Figure 12 authorized the customer to use all eight of the eight IPs that are 
delivered with the system. The normal authorization key of Figure 12 also increases 

20 the maximum utilization of all IPs to 100%. These changes may significantly increase 
the performance of the data processing system. 

Like the optional authorization keys discussed above, the optional 
authorization key is shown to expire on January 1, 2001, and can be used for a period 
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of ten (10) days. Preferably, the optional authorization key can be used cumulatively 
for ten days, and need not be used for ten consecutive days. Once the expiration date 
of the optional authorization key arrives, or the optional authorization key is used for 
more than ten days, the software performance control facility preferably automatically 
5 returns the data processing system to the original configuration, or in this case, the 
configuration authorized by the normal authorization key shown in Figure 1 1 . The 
software performance control facility preferably provides one or more messages to the 
customer, warning the customer of the impending configuration change. This may 
give the customer the opportunity to purchase an additional optional authorization key 

10 before the data processing system is returned to the original configuration. 

Figure 13 is a flow diagram showing an illustrative method of the present 
invention. First, and as shown at 102, a data processing system is provided that has 
two or more processors. The two or more processors are installed in the data 
processing system, and are in a hot standby mode. However, a limit is placed on the 

15 number of processors that are available for use. This may be accomplished by, for 
example, providing a normal or initial authorization key that provides authorization for 
the use of less than all of the processors. 

Next, and as shown at 104, an authorization key, such as an optional 
authorization key is provided. The optional authorization key is preferably provided 

20 upon the customer's request, and may be provided on tape or delivered via e-mail to 
the customer's location. The optional authorization key may specify a new limit on the 
number of processors that are available for use. Once the optional authorization key is 
registered, one or more of the processors that were previously unavailable for use are 
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activated to increase the performance of the customer's data processing system. The 
processors are preferably activated by the operating system of the data processing 
system. 

Figures 14A-14B are a flow diagram showing another illustrative method of the 
5 present invention. First, and as shown at 1 12, a data processing system is provided that 
has two or more processors. The two or more processors are installed in the data 
processing system, and are in a hot standby mode. However, an original limit is placed 
on the number of processors that are available for use. This may be accomplished by, 
for example, providing a normal or initial authorization key that provides authorization 
1 0 for the use of less than all of the processors. 

Next, and as shown at 114, an authorization key, such as an optional 
authorization key is provided. The optional authorization key is preferably provided 
upon the customer's request, and may be provided on tape, or delivered via e-mail to 
the customer's location. The optional authorization key may specify a new limit on the 
15 number of processors that are available for use, and also an expiration date and a 
maximum time of use for the additional processors. 

As shown at step 1 16, the data processing system checks to see if the optional 
authorization key has expired. This is preferably performed by a software performance 
control facility that compares the current date of the data processing system against the 
20 expiration date of the optional authorization key. If the current date equals or exceeds 
the expiration date, control is passed back to step 1 14. 

If the optional authorization key has not expired, control is passed to step 118. 
Step 118 determines if the maximum time of use of the optional authorization key has 
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been exceeded. This is also preferably performed by the software performance control 
facility, which keeps track of the amount of time the additional processors that are 
authorized for use by the optional authorization key are active. If the additional 
processors are active for more time than the maximum time of use, control is passed 

5 back to step 1 14. Both steps 1 16 and 118 may be performed when, for example, the 
optional authorization key is being registered for use. 

If the maximum time of use has not been exceeded, control is passed to step 
1 19. Step 1 19 performs one or more IP "up" commands. The IP "up" commands may 
be performed by the customer, or alternatively, by the software performance control 

10 facility. Step 120 determines if the IP "up" commands of step 119 would activate 
more processors than are authorized for use by the optional authorization key. If so, 
control is passed back to step 119. If not, control is passed to block 122 of Figure 
14B. 



15 unavailable for use, as specified by the IP "up" commands of step 119. Once 
activated, control is passed to step 124. Step 124 periodically checks if the optional 
authorization key has expired. If the optional authorization key has expired, control is 
passed to step 128. If the optional authorization key has not expired, control is passed 
to step 126. 

20 Step 126 determines if the maximum time of use of the optional authorization 

key has been exceeded. If the maximum time of use has been exceeded, control is 
passed to block 128. If the maximum time of use has not been exceeded control is 
passed back to step 124. 



Step 122 activates one or more of the processors that were previously 
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Step 128 de-activates enough of the processors so that the number of active 
processors is less than or equal to the original limit of processors. Step 128 may also 
only allow the specific processors that were authorized by an original authorization 
key. Once selected processors are de-activated, control is passed back to step 1 14. 



processing system is running, as shown at 130. Thus, additional processing resources 
may be added to the data processing system without bringing the data processing 
system down. This may help provide uninterrupted growth capacity, temporary 
increases in processing capacity to support high demand peak periods, and disaster 

10 recovery support should a primary data processing system fail or become destroyed. 

Figure 15 is a flow diagram showing yet another illustrative method of the 
present invention. First, and as shown at 142, a data processing system is provided 
that has one or more processors. The one or more processors are installed in the data 
processing system, and are in a hot standby mode. However, a limit is placed on the 

15 maximum utilization of selected processors so that the authorized performance level is 
below the maximum performance level of the processor. 

Next, and as shown at 144, an authorization key, such as an optional 
authorization key is provided. The optional authorization key is preferably provided 
upon the customer's request, and may be provided on tape, or delivered via e-mail to 

20 the customer's location. The optional authorization key may specify a new utilization 
percentage for selected processors, which produces a new performance level for the 
selected processors. Once the optional authorization key is registered, the utilization 
percentage of the selected processors are increased to the new utilization percentage 



5 



It is contemplated that steps 114-128 may be performed while the data 
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specified by the optional authorization key, as shown at step 146. The utilization 

percentage of the selected processors is preferably increased via the operating system 

of the data processing system. 

Figures 16A-16B are a flow diagram showing another illustrative method of the 

5 present invention. First, and as shown at 162, a data processing system is provided 

that has one or more processors. The one or more processors are installed in the data 

processing system, and are in a hot standby mode. However, a limit is placed on the 

maximum utilization of selected processors so that the authorized performance level of 

those processors is below the maximum performance level. 

10 Next, and as shown at 164, an authorization key, such as an optional 

authorization key is provided. The optional authorization key may specify a new 
utilization percentage for selected processors, which produces a new performance level 
for the selected processors. 

As shown at step 166, the data processing system checks to see if the optional 

15 authorization key has expired. This is preferably performed by a software performance 
control facility that compares the current date of the data processing system against the 
expiration date of the optional authorization key. If the current date equals or exceeds 
the expiration date, control is passed back to step 164. 

If the optional authorization key has not expired, control is passed to step 168. 

20 Step 168 determines if the maximum time of use of the optional authorization key has 
been exceeded. This is also preferably performed by the software performance control 
facility, which keeps track of the amount of time that the increased utilization 
percentage authorized for use by the optional authorization key is active. If the 
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increased utilization percentage is active for more time than the maximum time of use, 
control is passed back to step 164. Both steps 166 and 168 may be performed when, 
for example, the optional authorization key is being registered for use. 

If the maximum time of use has not been exceeded, control is passed to step 

5 170. Step 119 increases the utilization percentage of the designated processors. This 
may be manually performed by the customer, or alternatively, by the software 
performance control facility. Once the utilization percentage is increased, control is 
passed to step 172. Step 172 periodically checks if the optional authorization key has 
expired. If the optional authorization key has expired, control is passed to step 176. If 

10 the optional authorization key has not expired, control is passed to step 174. 

Step 174 determines if the maximum time of use of the optional authorization 
key has been exceeded. If the maximum time of use has been exceeded, control is 
passed to block 176. If the maximum time of use has not been exceeded, control is 
passed back to step 172. 

15 Step 176 reduces the utilization percentage of selected processors designated 

by the expired authorization key to the original utilization percentage. This returns the 
data processing system to the original performance level. Once the data processing 
system is returned to the original performance level, control is passed back to step 164. 



20 processing system is running, as shown at 178. Thus, the performance level of the data 
processing system may be increased without bringing the data processing system 
down. This may help provide uninteirupted growth capacity, temporary increases in 
processing capacity to support high demand peak periods, and disaster recovery 



It is contemplated that steps 164-176 may be performed while the data 
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support should a primary data processing system fail or become destroyed. 

Figures 17A-17B are a flow diagram showing yet another illustrative method of 
the present invention. First, and as shown at 202, a data processing system is provided 
that has two or more processors. The two or more processors are installed in the data 

5 processing system, and are in a hot standby mode. However, an original limit is placed 
on the number of processors that are available for use. In addition, a limit is placed on 
the maximum utilization of selected processors so that the authorized performance 
level of those processors is below the maximum performance level. This may be 
accomplished by, for example, providing a normal or initial authorization key, as 

10 described above. 

Next, and as shown at 204, an authorization key, such as an optional 
authorization key is provided. The optional authorization key is preferably provided 
upon the customer's request, and may be provided on tape, or delivered via e-mail to 
the customer's location. The optional authorization key may specify a new limit on the 

15 number of processors that are available for use, and may further specify a new 
utilization percentage for selected processors, which produces a new performance level 
for the selected processors. The optional authorization key may also specify an 
expiration date and a maximum time of use for the authorization key. 



20 authorization key has expired. This is preferably performed by a software performance 
control facility that compares the current date of the data processing system against the 
expiration date of the optional authorization key. If the current date equals or exceeds 
the expiration date, control is passed back to step 204. 



As shown at step 206, the data processing system checks to see if the optional 
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If the optional authorization key has not expired, control is passed to step 208. 

Step 208 determines if the maximum time of use of the optional authorization key has 

been exceeded. This is also preferably performed by the software performance control 

facility, which keeps track of the amount of time the additional resources designated by 

5 the optional authorization key are active. If the optional authorization key is active for 

more time than the maximum time of use, control is passed back to step 204. Both 

steps 206 and 208 may be performed when, for example, the optional authorization 

key is being registered for use. 

If the maximum time of use has not been exceeded, control is passed to step 

10 209. Step 209 performs one or more IP "up" commands. The IP "up" commands may 

be performed by the customer, or alternatively, by the software performance control 

facility. Step 210 determines if the IP "up" commands of step 209 would activate 

more processors than are authorized for use by the optional authorization key. If so, 

control is passed back to step 209. If not, control is passed to block 212 of Figure 

15 17B. 

Step 212 activates one or more of the processors that were previously 
unavailable for use, as specified by the IP "up" commands of step 209. Once 
activated, control is passed to step 214. Step 1 19 increases the utilization percentage 
of the processors designated by the optional authorization key. This may be manually 
20 performed by the customer, or alternatively, by the software performance control 
facility. Once the utilization percentage is increased, control is passed to step 216. 

Step 216 periodically checks if the optional authorization key has expired. If 
the optional authorization key has expired, control is passed to step 220. If the 
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optional authorization key has not expired, control is passed to step 218. 

Step 218 determines if the maximum time of use of the optional authorization 
key has been exceeded. If the maximum time of use has been exceeded, control is 
passed to block 220. If the maximum time of use has not been exceeded, control is 
passed back to step 216. 

Step 220 de-activates enough of the processors so that the number of active 
processors is less than or equal to the original limit of processors. Step 220 may also 
only allow the specific processors that were authorized by an original authorization 
key. Once selected processors are de-activated, control is passed back to step 222. 

Step 222 reduces the utilization percentage of selected processors designated 
by the expired authorization key to the original utilization percentage. Once the 
utilization percentage is reduced to the original level, control is passed back to step 



It is contemplated that steps 204-222 may be performed while the data 
processing system is running, as shown at 224. Thus, additional processing resources 
may be added to the data processing system without bringing the data processing 
system down. This may help provide uninterrupted growth capacity, temporary 
increases in processing capacity to support high demand peak periods, and disaster 
recovery support should a primary data processing system fail or become destroyed. 

Having thus described the preferred embodiments of the present invention, 
those of skill in the art will readily appreciate that the teachings found herein may be 
applied to yet other embodiments within the scope of the claims hereto attached. 



204. 
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